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WHAT? WHAT IS IT,
WOooDYr

A MASTERSOFT
SPY DEONE.

A WHATZ

LOOK, IT'S AN OPEN SECRET THAT MASTERSOFT SERFWARE
IS FULL OF HOLES THAT CAN BE EXPLOITED BY HACKERS.

THEY DON'T EVEN NEED TO BE AT YOUR COMPUTER; THEY CAN
{ INFECT IT AND CONTROL YOUR SYSTEM FROM ANYWHERE.
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WHAT'S WORSE IS THAT TENS OF MILLIONS OF SYSTEMS AROLUND

THE WORLD HAVE BEEN INFECTED, AND USERS DON'T EVEN REALIZE IT.

J’-

b WOA--WAIT 4 MINUTE.
WHAT DOES THIS HAVE TO DO

F [TH THE SPACESHIPT
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I'M GETTING THERE. THESE HACKED SYSTEMS ARE CALLED BOTS,
AND THEY WORK TOGETHER AS GROUPS OF SYSTEMS CALLED BOTNETS.
THE MEDIA CLAIMS BOTNETS ARE BEING RLN BY INTERNATIONAL HACKER
GANGS, BUT THE TRUTH IS FAR, FAR MORE SINISTER THAN THAT.
e——
IN FACT, THIS IS ALL RELATED TO WHY JEROME AND I
BOUGHT INTERPLANETARY PICTURES IN THE FIRST PLACE;
. | /TS TIME FOR US TO UNMASK THE TEUTH BEHIND BOTNETS. §
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THE LEGIONS OF HACKED SYSTEMS--THESE BOTNETS-—-ARE REALLY BEING RLUN
BY MASTERSOFT. FOR YEARS, THEY'VE BEEN TRYING TO IMPLEMENT A TECHNOLOGY |
CALLED 'TRUSTED COMPUTING." IN TRUSTED COMPUTING, MASTERSOFT WILL BE
IN CONTROL OF YOUR SYSTEM AND ONLY LET YOU RUN SOFTWARE THEY APPROVE. |

o .

WOW... BUT WHAT DOES THAT
HAVE TO DO WITH THIS SPACESHIPE

] .
SINCE MASTERSOFT HAS BEEN HAYING TROUBLE GETTING PEOPLE TO ACCEPT
TRUSTED COMPLUTING, IT HAS BEEN LALUNCHING SPY DRONES INTO LOW OREBIT.
THESE DRONES CONNECT TQ THE MAJOR INTERNET SERVICE PROVIDERS ON
EARTH AND ISSUE COMMANDS TO ALL THE BOTNETS. MOREOQVER, THESE
SPY PRONES SCAN THE NET FOR SYSTEMS RUNNING LINUX, S0 THEY CAN
| REPORT THEM AS ILLEGAL HACKERS TO LAW ENFORCEMENT GROUPS, §
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BUT T THOLGHT
YOLU SAID LINUX

WASN'T A CRIMINAL
OPERATING SYSTEM. L




THAT'S JUST IT! LINUX ISN'T AT ALL CRIMINAL.
MASTERSOFT JUST CAN'T HANDLE COMPETITION
SO IT USES LIES AND DECEPTION TO ADVANCE
ITS ASENDA OF CONTROL AND DOMINATION.

N THERE'S MORE??

YAH. SINCE MASTERSOFT SERFWARE
IS SUCH A SHODDY PLATFORM, THE
PRONES THEMSELVES RUN LINUX-- -

==50 THAT WHEN INVESTIGATORS
TRY TO FIGURE OUT WHO'S DOING

IT'S LINUX USERS WHO CONTROL
AND HERD ALL THE BOTNETS.

JUSIntascorp

NOW YOU'RE CATCHING ON.

Exe



JEROME--GUESS WHAT!
A MASTERSOFT DRONE
JUST FELL OUT OF THE 3KY!

I ALREADY SPOOFED THE MAC ADDRESS
S0 MASTERSOFT DOESN'T REALIZE

THAT WE'VE DOWNED IT. ok
WOooRY, SOMETIMES

YOL GOTTA TAKE THE
Bl BY THE HORNS...
BUT DON'T WoRRY ABOUT
MY END OF THINGS:
JUST MAKE SLIRE KACR!
AND CALVIN LEARN THE
SHELL S0 THEY CAN TAKE
OVER ON THIS PROJECT.




WHAT'S ALL THE RUCEUST WHAT IS HAFPENING OUT THEREF

) ¥4 MASTERSOFT SPY DRONE [l PROVIDING LIS WITH A
Z4] JUST CRASHED IN OLR yARD! || PERFECT OPPORTLINITY
e e TO LEARN TO HOW TO

. YEAH--WELL, THE TEXT-
BASED STURF AT ANY RATE.

YOU KNOW, CALVIN,
THE HACKER STUFF!

ALL THE STUFF I'VE SHOWN YALL GUYS SO FAR
IS IN THE GUI--THE GRAPHICAL USER INTERFACE.
WHICH IS GREAT; YOU CAN DO TONS OF STUFF
FROM THE GUI, BUT FOR THIS PROJECT, YOU'LL §
NEED TO USE THE COMMAND LINE INTERFACE-- B
OFTEN REFERRED TO AS THE €LI OR SHELL, B
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NOT AT ALL; ONCE YOU GET THE
HANG OF IT, YOU'LL PREFER IT
FOR ALL KINDS OF TASKS.

D0B intarcorp (it



THE CLI IS ACTUALLY A& PROGRAM CALLED A SHELL. A& SHELL IS JUST
= A PROGRAM THAT ACCEPTS TEXT COMMANDS: YOU TYPE A COMMAND
&4 AT THE PROMPT AND PRESS ENTER. THEN, THE SHELL PROGRAM
i DOES EXACTLY WHAT THE COMMAND YOU ]I"'-.'F’UT INSTRLUCTED IT TO DO.

' l b |7 17

E"r"-fm WE KNOW WHAT TO TYPEF
-ul Ir"lul'H.-!'.T ARE THE COMMANDS?

L~ e

I YOU ENTER CGMMAHDE INTO THE SHELL USING SPECIFIC TERMS AND SYINTAMN.
THERE ARE A VARIETY OF SHELL PROGEAMS, BUT MOST LINUX DISTROS USE BASH.

BASH IS THE DEFAULT SHELL ON
MOST LINUX-BASED SYSTEMS.

WHAT CAN I DO AT ™%
THE COMMAND LINE=-
WITH BASHF

ﬂ.LL KINDS OF THINGS. REMEMBER THE STUFF I SAID
ABOUT &ML REPLACING ALL THE LUNIX PROGRAMS,
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UNDER THE APPLICATIONS DROPDOWN AND SELECT TERMIMAL.

! HERE, LET'S TAKE A LOCK. GO TO THE ACCESSORIES MENj

Accesseries o [5]] calculater

Cames | [1] characteriap 3
Graphics b| £ Dictionswy H"-.,.
() opee—s""—_3| £} Disk Usage Analyser /
WHAT'S THAT?

i —

+] [®) Take Screershol

3

T/ Seund &vides b '
|

OH, TERMINAL IS JUST ANOTHER NAME FOR
\ |THE COMMAND LINE INTERFACE PROGRAM.
IT'S ALSO CALLED THE CONSOLE SOMETIMES.

- \

THE SHELL? LOTS OF NAMES FOR THE SAME THING, HUK?

—— y
WELL, THE POINT STANDS. |

.
B

YEAH, I GUESS IT'S LIKE HOW

ESKIMOS HAVE QVER A HUNDRED
WORDS FOR SNOW SINCE IT'S
SO CENTRAL TO THEIR LIVES. |

—— —— II

= e
THAT'S NOT EVEN TEUE, \ II
AND ANYWAY, ‘ESKIMO" '
\ IS NOT THE PREFERRED \|
. NOMENCLATURE. -~ 1

——




=0 .. DOLLAR SIGN...
WHAT DO I DO HEREF

. . o THAT DOLLAR SIGN IS THE COMMAND
EEAPE ':"UF""EI—F — .' ' FROMPT. THAT'S WHERE YOU TYFE WHAT
WE'VE 80T ';LI:T TO COVER \ YOLU WANT THE COMPUTER TO DO, WHEN

YOU'RE LOGGED IN AS A REGULAR USER,
YOU'LL SEE A DOLLAR SIBN, AND WHEN
YOU'RE LOGGED [N AS ROOT, YOLU WILL
| SEE A POUND SIGN, OR HASH, INSTEAD.

CK, BUTHOW DO I §
KNOW WHAT TO TYPE? |
lanegt aryl ~]s.




THE SHELL WANTS YOU TO GIVE IT
STANDARD INPUT, AND IT WILL GIVE
YOU STANDARD OUTPUT IN RETURN.

THAT JUST MEANS [T EXFECTS YOU TO ENTER COMMANDS IN PLAIN
B TEXT, AND IT WILL GIVE YOU BACK PLAIN TEXT OQUTPUT. IN OTHEE
8 WORDS, THERE ARE NO GRAPHICS AND YOU JUST USE THE KEYBOARD.

WELL, ¥OU SHOULD LEARN SOME FUNDAMENTALS

BEFORE YOU B0 LOGGING INTO A REMOTE SERVEE.

e i —



IT'S STILL REMOTE. BASICALLY, ANY TIME
YOU'RE LOGGED INTO A SYSTEM WITHOUT
USING ITS OWN KEYBOARD TO CONTROL IT,
YOU'RE ON A REMOTE SYSTEM. BUT LIKE
| SAID, WE NEED TO COVER SOME BASICS.

IN THE SHELL, YOU ENTER COMMANDS AT THE
COMMAND PROMPT USING BASH SYNTAX, OFTEN, jum
COMMANDS REGUIRE ADDITIONAL INFORMATION
IN THE FOEM OF OFTIONS AND ARGUMENTS.
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THAT'S EASY! I ARGUE WITH RS
MY COMPUTER ALL THE TIME!

OHH CALVIN, SOMETIMES YOU'RE —
. |50 FUNNY I FORGET TO LAUGH. | -

)

THE ARGUMENTS I'M TALKING ABOUT
HERE ARE A LITTLE BIT DIFFERENT.

» -



IM THE COMMANMD LINE INTERFACE, THE COMMAND TELLS
THE SYSTEM WHAT TO DO, THE ARSUMENT TELLS IT WHAT
TS DO THE COMMAND TO, AND THE QPTIONS TELL THE
SHELL PROGRAM HOW TO DO IT. HERE'S AN EXAMPLE.
— TYPE LS AT THE COMMAND PROMPT AND HIT ENTER.

COMMAND

T FOLND.
OM, YOU TYPED IT WITH A CAPITAL L] o' FOUND

LINUX IS GENERALLY CASE-SENSITIVE
AND PRETTY MUCH EVERY COMMAND
IN ALL LOWERCASE LETTERS.

OK, WHAT AM I LOQKING AT HERE?

YOU ARE LOOKING AT THE CONTENTS OF YOUR USER'S
HOME DRIRECTORY. THESE WORDS YOU SEE ARE THE
NAMES OF FILES AND DIRECTORIES. IF YOU'RE NOT
n SURE WHICH IS WHICH, YOU CAN FIND OUT BY USING
SPECIFIC OPTIONS, BUT WE’LL COME BACK TO THAT,
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